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Introduction

Convinced that AI will transform medical practices and induce profound
changes in the analysis and decision making processes in the healthcare
sector, Atos, an international leader in digital transformation; its subsidiary
Santeos, an operator of digital healthcare services; and Sorbonne
Université, an intensive research university including a hospital group,
wish to contribute to the reflection on the use of AI in healthcare in France
and Europe.
With strong experience in the field of research, innovation and health,
our organizations have decided to form a partnership to share their
common vision on how to maximize this potential in an ethical and
economically viable way; the objective is to move toward augmented
medicine that makes the most of human and AI capabilities.
This document recommends, in addition to the existing initiatives,
a global, modular, agile and patient-centric approach for medical practice
to fully benefit from the breakthroughs of primary research.
It provides concrete proposals for adapting diagnostic and therapeutic
practices to the challenges of augmented medicine. Our reflection is
mostly intended for:
•▶
•▶
•▶

European Council decision makers;
European national authorities involved in the development
and planning of AI-related health policies;
European research and innovation funding programs.

1
In the rest of the document,
“Atos” implicitly includes the Santeos teams.
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AI: a revolution
for healthcare
The promise of
augmented medicine

Conditions
for innovation

The digital revolution associated with AI
provides new prospects for improving the
quality of healthcare and patients’ lives as
well as cost control in all healthcare systems.
We are convinced that augmented medicine
will be the medicine of the future, offering
the best of AI at the service of people.
This medicine will be predictive, preventive,
personalized and participative at the same
time. It will have to factor in all the patients’
biological, behavioral and environmental
variables. Through better information and
connection, patients will become enlightened
players of their health.

Many initiatives with ambitious objectives
have been launched, however most of them
have not met the expected results3. The
reasons for these failures are numerous but
can be explained by:

To make augmented medicine a reality,
the interpretability of analysis tools will have
to enable health professionals to make and
back up their decisions more quickly, for
the benefit of the patient. The Villani report2
notably emphasizes the need to “clarify
health professionals’ medical liability.”
The entire chain of responsibilities must
therefore be considered. This chain
comprises the various individuals who are
involved in the decision-making process i.e.
data producers, industrial players, academics
as well as decision makers.

2
3
4

• management disconnected from
the reality of medical practice;
• a lack of operational solutions built in
collaboration with healthcare professionals
and fitting into their practices.
According to us, technological innovation
cannot be envisioned without organizational
innovation in line with the new societal
and medical expectations. To foster this
integration, the establishment of collaborative
platforms4 associating academic researchers,
medical staff and industrial players is one of
the necessary conditions for success.
Finally, we are convinced that these
innovations can only emerge in an
environment that fosters access to data, their
interoperability, and the patients’ control over
their data and the use thereof.

Donner un sens à l’IA - Pour une stratégie nationale et européenne, Cédric Villani - 03/2018.
Ginni Rometty, la PDG qui refait grandir IBM - 01/2019.
Health Data Hub, mission de préfiguration, M. Cuggia, D. Polton, G. Wainrib - 10/2018.
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Challenges of AI
for healthcare in Europe
The necessary
European sovereignty
Many reports written in recent years
describe the current and future changes in
the healthcare sector5. Their conclusions
are unanimous: all of them stress the
urgency to act, otherwise the European
research and industry will lag behind,
particularly compared to American and
Chinese competition. This competition is
embodied by GAFA and BATX; healthcare AI
is one of their strategic priorities and they
invest considerable resources in it. Several
technology giants have not hesitated to
create specific divisions (Google Verily, IBM
Watson Health, GE Healthcare, Samsung,
Huawei, etc.) or to support companies
specializing in AI and healthcare (Aspire
Health, Lex AI, etc.).

A government unable to analyze the data
that it produces becomes dependent on
external solutions over which it has no
control. This results in the loss of a form
of national sovereignty. Such sovereignty
enables it to control (1) the ethical challenges
of guaranteeing that its citizens’ privacy is
respected, and (2) the medical challenges of
guaranteeing the relevance of the analyses
carried out based on local data sets.
Therefore, digital independence in the
healthcare sector is a real challenge. But
France, like many of its European partners,
holds all the cards to be autonomous,
develop a new data analysis industry, and
export its know-how, with an international
market to conquer. Some of France’s
specific advantages are particularly worth
mentioning:

Scientific challenges within
European players’ grasp

• preprocessed and subjected to quality
assurance processes that will make
them usable.

One of the major challenges of healthcare
AI is to design and develop algorithms that
can take advantage of vast repositories of
heterogeneous, incomplete, sparse, noisy, and
often unstructured data. The data must be:

These data must then be anonymized using
efficient, correct methods (randomization,
generalization, permutation, and value
distribution criteria).

• retrieved through versatile
interoperability tools;

Moreover, reducing the amount of
supervision that machine learning algorithms
require—e.g. by using remote supervision,
knowledge transfer, active learning, or

• selected to avoid biases (of cognitive,
statistical and economic nature);

5
6

• a favorable political context that promotes
and reinforces the use of AI in healthcare;
• significant experience in the processing
and storage of health data with a proven
existing regulatory framework;
• centralized access to public health
data through the implementation of a
collaborative platform (Health Data Hub),
already in place;
• scientific and technological maturity with
French players such as Atos and Sorbonne
Université.

domain adaptation—is a booming research
subject in which real methodological
progress is still to be made.
Finally, a significant part of the research effort
must also focus on the interpretability of
analysis tools, especially those derived from
machine learning.
In France and Europe, academic players with
a global reach such as Sorbonne Université
can meet these scientific challenges.

5 propositions pour la médecine du futur, un enjeu majeur pour la France, Pr. A. Syrota et O. Charmeil, 04/2017.
La santé à l’heure de l’IA, Terra Nova, 12/2017, Donner un sens à l’IA - Pour une stratégie nationale et européenne, Cédric Villani - 03/2018 AI for humanity.
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Technological challenges within
European players’ grasp
The infrastructure underpinning the
development of health AI must be designed
to meet the changing requirements while
enabling the development of a collaborative
platform, in line with a “Think global, act
small” strategy. Such an infrastructure must:
• be flexible enough to fulfill the different
requests; be efficient in terms of computing
capacity and storage; guarantee the
availability, integrity and reliability of data;
ensure the access security; and keep the
platform in operational conditions.
• provide effective security
responses including anonymization
(or pseudonymization where appropriate);
periodic audits; the implementation of
technical and organizational measures to
ensure compliance with the regulations
and standards in force worldwide (ISO
270001, Medical Device), in Europe (GDPR,
EC marking for medical devices) but also
with France’s highly demanding regulations
(HDS7 certification, PGSSI-S8 ).
To be compatible with the two items
listed above, such an infrastructure must
be organized as a private cloud system.
Therefore, it must be efficient, scalable
and secure from end-to-end.

Finally, considering the very high criticality
of personal data, the hoster’s ethics and
sovereignty become decisive.

Today, private cloud systems are the
solution that enables organizations,
healthcare professionals, and researchers
to optimize data management and analysis
while meeting the needs for secure
compartmentalization of information.

In France and Europe, there are qualified
industrial operators with global reach that
can deploy such infrastructure, Atos being
one of them.

In addition, such an infrastructure must
also include a modular, extensible software
platform. The software components for
processing, analyzing, aggregating, searching
or visualizing data are also important.
Researchers must be able to access them as
they would a “Data Lab”, with state-of-the-art,
mostly open source technologies.
As is the case with the infrastructure, it is
important that the minimum components
are available from the start; and that modules,
technologies, frameworks and issues can
be extensible to meet each business case
particular challenges. Indeed, to move from
primary research to medical practice, it is
essential to consider each business case as a
continuum stretching from primary research
to technology, thus including in particular
“industrial” tools.
These tools must be in perfect working order
and be able to switch from a “research” mode
to an efficient “industrial” mode that meets
the regulatory requirements pertaining to
the processing and hosting of personal and
healthcare data.

8

7
Healthcare data hosting
General security policy for French healthcare information systems
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Our recommendations for meeting
the challenge of augmented medicine
An integrated approach
The potential for the implementation of AI in
the healthcare sector is very real and raises a
great deal of hope, but also many criticisms
of its potential dangers. To date, many
research projects are under study, but in
the end, there are relatively few examples of
industrially finalized, operational solutions.
Two of the major obstacles to the transfer of
innovation are:
• the questioning of medical practice, with
challenges pertaining to decision making
and training;
• a legislative hindrance that calls for political,
legal and ethical reflection on the liability of
algorithms.
In a fast changing environment governed
by security, reliability and quality aspects
( typical of sensitive, strategic sectors) the
success of a project related to healthcare AI
applications is eventually correlated to the
quality of its management and the agility of
its organization.

approach with the following characteristics:
• complementary to existing initiatives,
to capitalize on past investments and
existing services, notably local, regional and
national data warehouses;
• global, to break down the barriers between
disciplines, practices and professions; and
meet the (i) scientific, (ii) technological, (iii)
ethical and legal challenges pertaining
to data, their accessibility, security and
integrity;
• modular and agile, to gradually and
incrementally address the various steps
from primary research to the operational
implementation of the different research
projects, the focus being on the value
delivered;

• secure, to ensure that the data is
used in a minimalistic, targeted way,
for duly declared, traceable purposes,
in accordance with the patients’ informed
consent;
• respectful of patients, for ethical reasons
but also to secure their engagement;
• patient-centric, to achieve the real
medical and economic value added of
healthcare AI;
• equipped with technical tools based
on a sovereign European cloud system
including infrastructure and software
components, with appropriate service
levels.

• unifying, to stimulate the contribution of all
the academic and industrial stakeholders,
and of data producers/hosters;
• open, to help generalize the access to
health data, a process which Europe has
firmly committed to; and to promote
sharing and exchanges9 in accordance with
the law in force;

To promote the quick, efficient transition
from academic research to technological
innovation and then medical practice, we
recommend the implementation of an

Iterative, agile implementation
of business use cases
This integrated approach must result in
the iterative, agile implementation of use
cases enabling operational services for the
healthcare journey stakeholders, for the
benefit of patients. In other words, the needs
expressed by doctors and patients must be
placed at the heart of the process.

Example of a use case:
improving the success rate of
allogeneic kidney transplants
The kidney transplant procedure, which was
developed in the 1950s, is executed perfectly.
Yet today, over 50% of grafts are rejected
after 10 years, despite immunosuppressive
therapy and the targeted donor/recipient
matching strategy. The loss of grafts and
their replacement (dialysis and transplant)
cost more than 4 billion euros yearly in

France, which represents about 2.5% of the
CNAM’s10 budget for fewer than 80,000
patients.
In this context, an alliance of doctors,
researchers and engineers from Atos,
Sorbonne Université, and two start-ups
(SeqOne and BioFacet) is working on
improving the prognosis and diagnosis of
transplant rejection with a method that is
derived from AI and uses genomic data.
The objective is to modify graft allocation
according to donors’ and recipients’
allogenomic parameters. The concept has
been tested with a remarkable success rate
on three cohorts of transplant patients11.
It is being deployed in a medical context
using a distributed cloud system secured by
blockchains provided by Atos.
In our opinion, this example illustrates the
integrated approach that we advocate and
the positive synergy resulting from the
combination of academic and industrial
actors, which, in this particular case, has

Blasimme A, Fadda M, Schneider M, Vayena E : Data Sharing For Precision Medicine :
Policy Lessons And Future Directions. Health Affairs 37, 2018, doi : 10.1377/hlthaff.2017.1558
French national health insurance fund

9
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made possible a transfer from primary
research to an effective medical application.
It can be transposed identically to almost all
areas of health research, such as automatic
image analysis, or tumor detection on
radiographs.

Adapting the training
of healthcare players

Obtaining
patients’ consent

The emergence of new fields of knowledge
and expertise makes the dialogue between
research, industry and the medical sector
vital. New professions will emerge to respond
to specific, interdisciplinary needs.

The trust of citizens, patients and healthcare
professionals is essential to obtain the full
access and use of the data necessary to
evaluate and validate algorithms, and to
improve medical practice.

Tomorrow healthcare players must be
trained according to these scientific and
technological changes. Such transformations
will only be possible with the informed
engagement of the relevant academics,
doctors, and industrial players. We
recommend encouraging the initiatives that
aim to promote the virtuous collaboration
between all these players.

We are convinced that the promise of
augmented medicine can only be achieved
within a framework enabling patients to give
consent deliberately. However, it is possible
to develop healthcare AI applications that
rely on state-of-the-art, protective technology
controlled by law. The approach that seems
relevant to us for Europe is based on firm,
global patient consent (initial and long-term
consent) with the following guarantees: a
strict control of the access requests; proper
governance of projects using data; secure
anonymization process; secure data hosting
and retention in Europe; algorithms control;
processing purposes respect; tools and
processes security; protection against all
forms of cybercrime.

11

Exome sequencing and prediction of long-term kidney allograft function,
L. Mesnard et al., PLOS Comput. Biol., 12(9), 2016.
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Atos / Sorbonne Université:
the alliance of two references
Both Atos and Sorbonne Université have
very strong expertise in AI as part of their
respective fields of activity, be it research,
training, or services and solutions for
companies. The alliance of these two major
players creates synergies and is based on a
partnership of several years reinforced by the
involvement of Thierry Breton (CEO of Atos)
within the Sorbonne Université Foundation
and, more recently, by the project of creation
of a Healthcare AI Chair.
The strengths of Sorbonne Université
in the field of AI are considerable. They
notably result from the great diversity
of the research conducted in its 137
laboratories, from the most fundamental
aspects of AI (mathematics and computer
science, machine learning, deep learning,

robotics, etc.) to ethical problems and the
applications of AI to healthcare. In total,
Sorbonne Université mobilizes more than
a hundred researchers directly involved
in AI research, as well as many hospital
practitioners affected by the applications of
AI in the healthcare sector. Thanks to this
scientific and medical potential, augmented
medicine is one of the priorities of Sorbonne
Université’s academic project for 2019-2023.

Messagerie Sécurisée de Santé”13, and
“Feuilles de Soins Electroniques”14. It is
approved for the development of e-health
projects, the processing of banking data, the
retention of public archive data, security, but
also as a digital safe. Thanks to its know-how,
Atos can make this project a reality, innovate,
create value, build and host a technical
solution with its software and hardware
components, and interoperate it while
ensuring its security.

The Atos group, a specialist in digital
transformation, operates many data
centers in Europe. Through its expertise in
cybersecurity, AI and e-health, it provides the
technology that a sovereign cloud system
requires. This group is a trusted partner, an
approved hoster of Personal Health Data,
the operator and hoster of “DMP”12, “

Summary and concrete proposals
AI is revolutionizing medical practice as
a whole, be it training, research, or daily
medical practice. For this reason, we have
made the following recommendations in
this report:
• adopt an integrated approach:
- complementary to existing initiatives
- global
- modular and agile
- unifying
- open
- secure
- respectful
- patient-centric
- equipped with technical tools
• implement business use cases in an
iterative, agile way
• adapt the training of healthcare players
• obtain firm, global consent from patients.
The AI digital revolution in the healthcare
sector has barely begun. The watershed
that it induces entails many challenges that
Europe must meet if it does not want to be

12
13
14

French Personal Medical Record
Secure e-mail system for French healthcare professionals
French electronic prescription forms
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left behind by American or Chinese initiatives.
We believe that European companies and
universities have all the assets needed to
exploit the potential of AI in the healthcare
sector in an ethical, economically viable
way, with the aim of improving the quality of
healthcare for the benefit of patients through
augmented medicine.
To promote the quick, efficient transition
from academic research to technological
innovation and then medical practice,
here are the recommendations of Atos
and Sorbonne Université in terms of
healthcare AI:
• design and invest in healthcare AI support
programs that
- aim to result in medical practices
- are developed by groups that include
medical, academic and industrial skills
- address the issues of interpretability of
the algorithms
- use an agile approach based on business
use cases, with a trial-adjustment
mentality

- are based on (I) a sovereign European
cloud system supporting research; (II)
a global patient consent management
platform
• create and invest in healthcare AI research
centers that combine academic and
industrial players
• create and promote initial and continuous
training courses to educate health
professionals on the use of new services
• harmonize data exchange formats and
rules to make interoperability easier
• extend mechanisms so data producers
promote the sharing of their data within
sovereign European cloud systems
• inform citizens of the benefits of sharing
their data

Augmented medecine
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Brochure

About
Atos

About Sorbonne
Université

Atos is a global leader in digital transformation
with over 110,000 employees in 73 countries
and annual revenue of over € 11 billion.

Created in January 2018, Sorbonne Université is the heiress of two universities with
strong identities, “Paris Sorbonne” and “Pierre et Marie Curie”. It is now the leading
French university group in terms of the reputation of its training, educational
innovation, research, and knowledge transfer. The grouping of basic sciences,
medicine and humanities into a single institution enables Sorbonne Université to
develop and transfer cutting-edge knowledge by providing its partners with highlevel scientific expertise. The research conducted in the context of interdisciplinary
institutes—notably the one dedicated to AI (IA @ SU center) and the one dedicated
to computing and data sciences (ISCD)—make it possible to enlighten economic
and social actors on the challenges of the transformations at work in society.
The university is involved in the creation of a European research space. It has
established a privileged partnership (4EU) with five other European intensive
research universities, which gives it access to top-quality research data. Sorbonne
Université is a member of several Knowledge and Innovation Communities (KIC)
programs, including EIT-Health which is dedicated to health innovation and gathers
135 academic and industrial partners in Europe.

European number one in Cloud, Cybersecurity
and High-Performance Computing, the Group
provides end-to-end Orchestrated Hybrid
Cloud, Big Data, Business Applications and
Digital Workplace solutions. The group is the
Worldwide Information Technology Partner
for the Olympic & Paralympic Games and
operates under the brands Atos, Atos Syntel,
and Unify. Atos is a SE (Societas Europaea),
listed on the CAC40 Paris stock index.
The purpose of Atos is to help design the
future of the information technology space.
Its expertise and services support the
development of knowledge, education as well
as multicultural and pluralistic approaches
to research that contribute to scientific and
technological excellence. Across the world,
the group enables its customers, employees
and collaborators, and members of societies
at large to live, work and develop sustainably
and confidently in the information technology
space.
Find out more about us
atos.net
Let’s start a discussion together
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